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(54) Pager for wireless control and method therefor 

(57) A wireless paging device (10) is able to control 
an electronic device (50) at a remote location. The wire- 
less paging device includes a receiver (12) such as 
those typically used in pagers to detect when a particu- 
lar electronic device is being remotely accessed. If the 
electronic device is being remotely accessed, a data 
processing system (20) stores an incoming message in 
a buffer (24) and subsequently determines if the incom- 
ing message is a command or another type of commu- 
nication (34, 36). The data processing system will 
process a command to provide the proper control sig- 
nals for controlling the functionality of the electronic 
device (50). 
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(57) A wireless paging device (10) is able to control 
an electronic device (50) at a remote location. The wire- 
less paging device includes a receiver (12) such as those 
typically used in pagers to detect when a particular elec- 
tronic device is being remotely accessed. If the electronic 
device is being remotely accessed, a data processing 
system (20) stores an incoming message in a buffer (24) 
and subsequently determines if the incoming message 
is a command or another type of communication (34, 36). 
The data processing system will process a command to 
provide the proper control signals for controlling the func- 
tionality of the electronic device (50). 
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Description 

Field of the Invention 

This invention relates generally to a wireless control, 
and more particularly to wireless control using a paging 
input. 

Background of the Invention 

Pagers and paging systems are widespread and 
rampantly used in our increasingly mobile society. Pag- 
ers are generally used to enable families, friends, and 
co-workers to be readily accessible to one another. 
Access is only a telephone call away. As technology has 
grown, pagers have evolved from providing only tele- 
phone numbers to providing much more complex alpha- 
numeric messages and are even capable of accessing 
services which provide stock market reports and the like. 
However, due to restrictions in size, pagers are often not 
capable of executing more complex functions such as 
controlling operation of devices or communicating large 
amounts of data. 

In situations which require the execution of more 
complex functions, modems or other devices must be 
used. For example, U.S. Patent 4,914,686 discloses a 
unique method by which a low cost cordless telephone 
is used to enable remote data logging and a wireless 
read of data in a remote or hostile environment. Gener- 
ally, however, these applications are require a significant 
amount of circuitry and are complex and costly to imple- 
ment. Certainly, the use of modems and cordless tele- 
phones is too costly to implement for most consumer 
applications. Therefore, in light of current technology, a 
need remains for a lost cost and effective solution for pro- 
vided remote control of common consumer applications. 

Summary of the Invention 

The previously mentioned needs are fulfil led with the 
present invention. Accordingly, there is provided, in af irst 
form, a data processing system. The data processing 
system includes a receiver for receiving a paging input 
in a first format, the receiver translating the paging input 
to a second format. A paging decoder is connected to 
the receiver for receiving the paging input in the second 
format. The paging decoder decodes the paging input in 
the second format to provide a paging bit stream signal. 
The data processing system also includes a data proc- 
essor. The data processor includes an interface for 
receiving the paging bit stream. A command processing 
unit is to the interface for receiving the paging bit stream. 
The command processing unit selectively generating a 
command control signal to provide external control of 
functionality of an external device. 

There is provided, in a second form, a method for 
providing remote control using a pager. The method 
includes the steps enabling a receiver to receive a paging 
input in a first format, enabling the receiver to translate 



the paging input to a second format,. : and connecting a 
paging decoder to the receiver to receive the paging 
input in the second format. The method also includes the 
steps of enabling the paging decoder to decode the pag- 

s ing input in the second format to provide a paging bit 
stream signal, providing a data processor interface for 
receiving the paging bit stream, and connecting a com- 
mand processing unit to the data processor interface for 
receiving the paging bit stream. The method also 

to includes the step of enabling the command processing 
unit to selectively generate a command control signal to 
provide external control of functionality of an external 
device. 

These and other features, and advantages, will be 
is more clearly understood from the following detailed 
description taken in conjunction with the accompanying 
drawings. It is important to note the drawings are not 
intended to represent the only form of the invention. 

20 Brief Description of the Drawings 

FIG. 1 illustrates in block diagram form a paging 

communication system in accordance with the 

present invention; 
25 FIG. 2-A illustrates in flow chart form a first series of 

steps executed by a command processing unit of the 

paging communication system of FIG. 1 ; 

FIG. 2-B illustrates in flow chart form a second series 

of steps executed by the command processing unit 
30 of the paging communication system of FIG. 1 ; 

FIG. 3 illustrates a first paging synchronization and 

communication protocol; and 

FIG. 4 illustrates a second paging synchronization 

and communication protocol. 

35 

Detailed Description of a Preferred Embodiment 

The present invention provides a data processing 
system and method for allowing a wireless paging device 

40 to control electronic equipment at a remote location. The 
data processing system includes a receiver such as 
those typically used in pagers to detect when a particular 
electronic device is being remotely accessed. If the elec- 
tronic device is being remotely accessed, the data 

45 processing system stores an incoming message in a 
buffer and subsequently determines if the incoming mes- 
sage is a command or another type of communication. 
The data processing system will process a command to 
provide the proper control signals to enable the elec- 

so tronic device to function in a preselected manner. 

Conceivably, the present invention may be applied 
to allow remote access to thermostats, cars, televisions, 
and almost all household appliances which use elec- 
tronic circuits for control. For example, the present inven- 

55 tion will allow a person who is working at a distant job 
site to page a thermostat at their house and dial in a first 
command to turn on the heater or air conditioner and a 
second command which specifies a temperature. This 
same person may also use the present invention to 
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remotely enable and program their video recorder, to turn 
off an iron accidentally left on, or to enable a heater in 
their car so that it heats up before they must drive home. 
In a society of ever-increasing mobility and complexity, 
such a device will provide an immediate link with a home 5 
or a car and any electronic devices therein. 

Furthermore, the present invention may be easily 
incorporated within such electronic devices. The present 
embodiment of the invention requires a relatively small 
amount of circuitry to allow for the previously described- 
functionality. FIG. 1 illustrates a paging communication 
system 10 of the present embodiment of the invention in 
greater detail. 

Paging communication system 10 includes a radio 
receiver 12, a paging decoder 14, a serial peripheral 
interface 22 which includes a conversion buffer 24, a con- 
trol register 26, a central processing unit (CPU) 28, a 
memory 30, a security encoder 32, a command process- 
ing unit 34, a decoder 38, a message processing unit 40, 
and a controlled device 50. Command processing unit 
34 includes a command control register 36. 

A RF signal is provided to radio receiver 12. Radio 
receiver 12 is coupled to paging decoder 14 to provide 
a Digital Signal. Paging decoder 14 provides a Paging 
Bit Stream signal to serial peripheral interface 22. Serial 
peripheral interface 22 is coupled to control register 26. 
CPU 28. memory 30, and command processing unit 34 
via an Information bus 44. Control register 26 is coupled 
to security encoder 32 via a Security Key signal. CPU 28 
is coupled to security encoder 32 via a Control signal. 
Memory 30 is coupled to both security encoder 32 and 
message processing unit 40 to provide a Paging Data 
signal. Security encoder 32 is coupled to decoder 38 to 
provide an Encoded signal. Decoder 38 is coupled to 
message processing unit 40 to provide a Message Con- 
trol signal. Decoder 38 is also coupled to command 
processing unit 34 to provide a Command Control signal. 
Command processing unit 34 is coupled to CPU 28 to 
provide an Interrupt signal. Command processing unit 34 
is also coupled to controlled device 50 via. a Command 
bus 42. 

During a following description of the implementation 
of the invention, the terms "assert" and "negate," and 
various grammatical forms thereof, are used to avoid 
confusion when dealing with a mixture of "active high" 
and "active low" logic signals. "Assert'* is used to refer to 
the rendering of a logic signal or register bit into its active, 
or logically true, state. "Negate" is used to refer to the 
rendering of a logic signal or register bit into its inactive, 
or logically false state. 

General Description of Operation 

During operation, the RF signal is provided to radio 
receiver 12. Radio receiver 12 is implemented in each 
electronic device which will be used in conjunction with 
the present invention and is provided to detect a paging 
signal. Transmission of paging information using RF sig- 
nals is well known in the data processing art and will not 



be described in greater detail herein. When radio 
receiver 12 receives the RF signal, radio receiver ^con- 
verts the signal to a digital bit stream referred to as the 
Digital signal in FIG. 1 . Paging decoder converts the dig- 
ital bit stream of the Digital signal to a paging protocol. 
The paging protocol is then transferred to serial periph- 
eral interface 22 via the Paging Bit Stream signal. 

In the embodiment of the invention described herein, 
a paging protocol such as POCSAG is used. While the 
POCSAG protocol is a current digital message paging 
standard, it should be understood that any protocol may 
be used in conjunction with the present invention. FIG. 
3 illustrates a typical signal in a POCSAG format. In the 
POCSAG protocol, the transmission of data consists of 
a preamble followed by batches of complete codewords. 
The preamble of the data stream protocol is provided at 
a beginning of a block of data to give notice to paging 
decoder 14 that a POCSAG signal is being received. 
Paging decoder 14 may then use the preamble to syn- 
chronize to the timing of the transmitted data. Further- 
more, each batch begins with a synchronization 
codeword and includes eight frames of information. 
Therefore, each batch includes seventeen codewords. 
During operation, data processing system 20 will only 
examine data in a predetermined frame identified by 
paging decoder 14. 

Data in the POCSAG format is transmitted to paging 
decoder 14. Bits 1 through 18 indicate address informa- 
tion and bits 19 through 21 indicate a transmission frame 
for each frame of data in the block of transmitted infor- 
mation in FIG. 4. Binary address bits 1 through 18 are 
decoded and compared with a seven digit identity value 
previously programmed into paging decoder 14. FIG. 4 
illustrates the seven digit decimal identity value which is 
programmed into paging decoder 14 and which is used 
to indicate a frame to be accessed. When the frame 
transmitted by the Digital signal corresponds to the iden- 
tity value programmed into paging decoder 14, corre- 
sponding address bits are received and decoded. It 
should be noted that paging decoder 14 may be imple- 
mented as a hardware circuit which specif ically performs 
POCSAG decoding or may be implemented using soft- 
ware and a general purpose microcontroller. 

Included within the converted address bits is a flag 
bit which typically indicates if a remaining portion of the 
transmitted data is an address codeword or a message 
codeword. Address or message information as indicated 
by a logic value of the flag bit subsequently follows. Two 
function bits are then provided to indicate a message 
type. As with frame identification, paging decoder 14 is 
programmed to determine a meaning of the function bits. 
In one embodiment of the present embodiment of the 
invention, the function bits may be used to indicate if an 
incoming page signal is a control message which will 
access an electronic device and subsequently modify 
the device's operation. 

After receiving the Digital Signal, paging decoder 14 
decodes it to provide the Paging Bit Stream signal in the 
format illustrated in FIG. 4. The Paging Bit Stream signal 
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is subsequently provided to serial peripheral interface 
22. Upon receipt of the Paging Bit Stream Signal, serial 
peripheral interface 22 stores bits 1 through 21 in con- 
version buffer 24. CPU 28 enables conversion buffer 24 
to provide address bits 1 through 21 and the information 
stored therein to memory 30 via Information bus 44. 

CPU 28 may then access the stored information val- 
ues from memory 30 to determine if the paging transmis- 
sion was a command or a message. CPU 28 may 
perform this function using one of two methods. In a first 
method, previously alluded to, the function bits in the 
incoming message may be used to indicate whether the 
information is a command operation or an incoming mes- 
sage. In a second method, data embedded within the 
information may be accessed to indicate whether the 
paging transmission is a command or a message. Each 
of these methods will subsequently be discussed in 
greater detail. 

When information indicating whether an incoming 
message is a command operation or an incoming mes- 
sage, the function code bits, bits 20 and 21 , are provided 
to CPU 28. CPU 28 processes the function code bits to 
indicate a type of command operation which is received 
and provides the appropriate data, address, and control 
information to command processing unit 34. Because 
there are two function code bits in this implementation of 
the invention, three different types of commands may be 
provided to controlled device 50 by data processing sys- 
tem 20. These three types of commands might enable 
controlled device 50 to perform three different functions 
or may be used to control controlled device 50 as well as 
two other electronic devices (not shown herein). 

Command processing unit 34 interprets the com- 
mand operation provided thereto by CPU 28 to provide 
a plurality of external control signals to controlled device 
50 via Command bus 42. Control of command process- 
ing unit 34 is determined based on a programmed value 
stored in command control register 36. An external user 
or an device internal to data processing system 20 may 
program command control register 36 such that com- 
mand processing unit 34 operates in a preselected fash- 
ion. After receipt of the plurality of external control 
signals, controlled device 50 will perform a function iden- 
tified by command processing unit 34 and the function 
bits of the information value. Furthermore, after the plu- 
rality of external control signals are provided to controlled 
device 50, command processing unit 34 generates the 
Interrupt signal to indicate to CPU 28 that data process- 
ing system 20 has executed a control function using 
remotely transmitted control information. This mode of 
operation is summarized in FIG. 2 -A. 

In a second mode of operation, data embedded 
within the transmitted paging message may be accessed 
to indicate whether the paging transmission is a com- 
mand or a message. Command processing unit 34 pro- 
vides the Interrupt signal to CPU 28 when the embedded 
data is detected. Subsequently, the information received 
as a result of the paging transmission is provided to con- 
trol register 26. If preselected bits of the transmitted data 



correspond to a value stored in control register 26, con- 
trol register 26 provides the Security Key signal. It should 
be noted that the value stored in control register 26 is 
stored therein prior to execution of a paging command 

5 operation. Furthermore, CPU 28 asserts the Control sig- 
nal to indicate that a paging operation, either a command 
or a message operation, should be executed. 

When the Control signal is asserted, security 
encoder 32 concatenates a key value transferred via the 

10 Security Key signal with a portion, of the' information 
received in the Paging Bit Stream signal and transferred 
by the Paging Data signal. A concatenated value is trans- 
ferred via the Encoded signal to.decoder 38. Decoder 38 
subsequently decodes the encoded signal to determine 

is if the concatenated value indicates the paging transmis- 
sion specified a command operation or a message oper- 
ation. If the concatenated value indicates the paging 
transmission specified the message operation, the Mes- 
sage Control signal is asserted to message processing 

20 unit 40. Message processing unit 40 subsequently inter- 
prets the paging data and provides the data in a format 
which may be accessed by an external user. 

However, if the concatenated value indicates the 
paging transmission specified the command operation, 

25 the Command Control signal is written to command con- 
trol register 36. Command control register 36 then ena- 
bles command processing unit 34 to interpret the 
Command Control signal to generate the plurality of 
external control signals used to control operation of con- 

30 trolled device 50. The second mode of operation is sum- 
marized in FIG. 2-B. 

The present invention may be applied to allow 
remote access to thermostats, cars, televisions, and 
almost all household appliances which use electronic cir- 

35 cuits for control. For example, the present invention will 
allow a person who is working at a distant job site to page 
a thermostat at their house and dial in a first command 
to turn on the heater or air conditioner and a second com- 
mand which specifies a temperature. This same person 

40 may also use the present invention to remotely enable 
and program their video recorder or to turn off an iron 
accidentally left on. The present invention may also be 
used to allow a person to remotely enable a heater in 
their car so that it heats up before they must drive home 

45 or remotely disable an engine of a stolen automobile. 
Furthermore, areas which are hazardous, remote, or 
underdeveloped may also be easily accessed using the 
technology disclosed in the present patent application. 
Indeed, the applications for such an invention are as var- 

so ied as the types of products which are electronically con- 
trolled. In a society of ever-increasing mobility and 
complexity, such a device will provide an immediate link 
with a home or a car and any electronic devices therein. 
The present invention provides a unique method of 

55 using wireless paging technology to access electronic 
devices at remote locations. This present invention uses 
existing paging infrastructures and protocols to perform 
new operations with a minimal amount of additional cir- 
cuitry. Additionally, the implementation of the invention 
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described herein is provided by way of example only. 
However, many other implementations may exist for exe- 
cuting the function described herein. For example, more 
function bits may ultimately be used to identify different 
types of commands. Additionally, decoder 38 may be 
implemented using either hardware or software. 

While there have been described herein the princi- 
ples of the invention, it is to be clearly understood to 
those skilled in the art that this description is made only 
by way of example and not as a limitation to the scope 
of the invention. Accordingly, it is intended, by the 
appended claims, to cover all modifications of the inven- 
tion which fall within the true spirit and scope of the inven- 
tion. 

Claims 

1 . A data processing system (10), comprising: 

a receiver (12) for receiving a paging input in 
a first format, the receiver translating the paging 
input to a second format; 

a paging decoder (14) coupled to the receiver 
for receiving the paging input in the second format, 
the paging decoder decoding the paging input in the 
second format to provide a paging bit stream signal; 
and 

a data processor (20), comprising: 
an interface (22) for receiving the paging bit 
stream; and 

a command processing unit coupled to the 
interface for receiving the paging bit stream, the 
command processing unit (34) selectively generat- 
ing a command control signal to provide external 
control of functionality of an external device. 

2. The data processing system of claim 1 wherein the 
paging input in the first format includes a function 
code bit. 

3. The data processing system of claim 2 wherein the 
command processing unit selectively generates the 
command control signal in response to the function 
code bit. 

4. The data processing system of claim 2 wherein the 
function code bit indicates whether the command 
processing unit generates the command control sig- 
nal to provide external control or generates a mes- 
sage. 

5. A data processing system (10), comprising: 

a receiver (1 2) for receiving a paging input in 
a first format, the receiver translating the paging 
input to a second format; 

a paging decoder (1 4) coupled to the receiver 
for receiving the paging input in the second format, 
the paging decoder decoding the paging input in the 
second format to provide a paging bit stream signal; 
and 



a data processor (20), comprising: 
an interface (22) for receiving the paging bit 
stream; 

a control register (26) coupled to the interface 

5 for receiving the paging bit stream, the control reg- 

ister providing a security key in response to a first 
portion of the paging bit stream; 

a central processing unit (28) for providing a 
control signal in response to the paging bit stream, 

7 o the central processing unit coupled to the interface 
for receiving the paging bit stream; 

a memory (30) for storing a second portion of 
the paging bit stream, the memory coupled to the 
interface for receiving the paging bit stream; 

15 a security encoder (32) coupled to the control 

register for receiving the security key, the central 
processing unit for receiving a central control signal, 
and the memory for receiving the second portion of 
the paging bit stream, the security encoder encoding 

20 the second portion of the paging bit stream and the 
security key to generate an encoded signal; 

a decoder (38) for decoding the encoded sig- 
nal to selectively provide a command control signal; 
and 

25 a command processing unit (34) coupled to 

the interface for receiving the paging bit stream and 
coupled to the decoder for receiving the command 
control signal, the command processing selectively 
generating plurality of external command signals in 

30 response to the command control signal, the plural- 
ity of external command signals providing external 
control of the functionality of an external device. 

6. The data processing system of claim 5 wherein the 
35 paging input in the first format includes a control 

value embedded in the paging bit stream. 

7. The data processing system of claim 6 wherein the 
security encoder selectively generates the com- 

40 mand control signal in response to the control value 
embedded in the paging bit stream. 

8. The data processing system of claim 5 wherein the 
security encoder generates the encoded signal by 

45 concatenating the security key with the second por- 
tion of the paging bit stream. 

9. A method for providing remote control using a pager, 
comprising the steps of: 

so enabling a receiver (12) to receive a paging 

input in a first format; 

enabling the receiver to translate the paging 
input to a second format; 

coupling a paging decoder (14) to the 
55 receiver to receive the paging input in the second 
format; 

enabling the paging decoder to decode the 
paging input in the second format to provide a pag- 
ing bit stream signal; 
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providing a data processor interface (22) for 
receiving the paging bit stream; 

coupling a command processing unit (34) to 
the data processor interface for receiving the paging 
bit stream; and 5 

enabling the command processing unit to 
selectively generate a command control signal to 
provide external control of functionality of an exter- 
nal device. 



10. A method for providing remote control using a pager, 
comprising the steps of, comprising: 

providing a receiver (12) for receiving a pag- 
ing input in a first format, the receiver translating the 
paging input to a second format; is 

coupling a paging decoder (14) to the 
receiver to receive the paging input in the second 
format, the paging decoder decoding the paging 
input in the second format to provide a paging bit 
stream signal; 20 

providing an interface (22) for receiving the 
paging bit stream; 

coupling a control register (26) to the inter- 
face for receiving the paging bit stream, the control 
register providing a security key in response to a first 25 
portion of the paging bit stream; 

providing a central processing unit (28) to 
provide a control signal in response to the paging bit 
stream, the central processing unit coupled to the 
interface for receiving the paging bit stream; 30 

providing a memory (30) for storing a second 
portion of the paging bit stream, the memory cou- 
pled to the interface for receiving the paging bit 
stream; 

coupling a security encoder (32) to the con- 35 
trol register for receiving the security key, the central 
processing unit for receiving a central control signal, 
and the memory for receiving the second portion of 
the paging bit stream, the security encoder encoding 
the second portion of the paging bit stream and the 40 
security key to generate an encoded signal; 

providing a decoder (38) for decoding the 
encoded signal to selectively provide a command 
control signal; and 

coupling a command processing unit (34) to 45 
the interface for receiving the paging bit stream and 
coupled to the decoder for receiving the command 
control signal, the command processing selectively 
generating plurality of external command signals in 
response to the command control signal, the plural- so 
ity of external command signals providing external 
control of the functionality of an external device. 
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